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Abstract:  

In this paper a new steganography approach proposed based on LSB technique by using 

Alpha channel on JPG cover images and Bit-slicing decomposition and Advanced 

Encryption Standard (AES) on the secrete image. For this method first the secrete image 

decomposed to bit streams and the data encrypted using AES algorithm. On the cover 

side, an alpha channel is attached to the cover image and the data embedded into LSBs of 

RGBA channels. The method was implemented and tested by using MATLAB® 

(R2011a). 
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Introduction 

Steganography is an ancient art of hiding information in between other information that has 

been reborn in recent years [1]. A steganography system is expected to meet three key requirements, 

namely transparency, capacity, and robustness [2]. There are many steganographic methods, 

presented for example in [3,4]. 

The most suitable algorithm was created by Vincent Rijmen and Joan Daemen. They named 

it Rijndael after themselves [4]. On 26.11.2001 the Federal Information Processing Standards 

Publication (FIPS PUB 197) announced a standardized form of the Rijndael algorithm as the new 

standard for encryption called Advanced Encryption Standard (AES) [4]. The overall structure of 

AES can be seen in Fig. 1. The algorithm of its work is described in [5, 6]. 

There are many researches in the steganography techniques, and a brief description of some 

of them is presented in [7-9]. 

The proposed technique 

While most of steganography techniques work on cover image or secrete image, our proposed 

technique relies on processing both of cover and secrete image to reach to the optimum results. 

For the secrete image side the total data size is decreased, i.e. compressing the image to 

decrease the amount of the payload. Bit-plane slicing technique used to compress the secrete image 

and to convert it from 2D image to 1D bit stream. On the other side, working on the cover image to 

increase its ability to handle the payload. A fourth channel added to the JPG cover image to increase 
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the bit depth from 24 to 32, and to be four channels carrying the four-candidate bit-planes. The 

proposed system for the receiver side is shown in Fig. 2. 

 

 
 

Figure 1 - The Main block diagram of the sender side 

 

 
Figure 2 – Main block diagram of the receiver side 

 

In this method, encryption is applied on the secrete image after taking the 4 upper bit-planes 

that selected from bit-plane slicing process. The 2D is encrypted before it converted to 1D array. The 

key used is 128 bits and number of rounds is 10 (Fig. 3). 

 

Figure 3 – The encryption of secrete image using AES algorithm 

 

The S-box is constructed in the following fashion: 

1. Initialize the S-box with the byte values in ascending order row by row. Thus, the value 

The Embedding Sequence 
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of the byte at row x, column y is {xy}. 

2. Map each byte in the S-box to its multiplicative inverse in the finite field GF(28), the 

value {00} is mapped to itself. 

3. Consider that each byte in the S-box consists of 8 bits labeled (𝑏7, 𝑏6, 𝑏5, 𝑏4, 𝑏3, 𝑏2, 𝑏1, 

𝑏0). Apply the affine transformation to each bit of each byte in the S-box: 

�́�𝑖 = 𝑏𝑖  ⊕ 𝑏(𝑖+4)𝑚𝑜𝑑8  ⊕ 𝑏(𝑖+5)𝑚𝑜𝑑8  ⊕ 𝑏(𝑖+6)𝑚𝑜𝑑8  ⊕ 𝑏(𝑖+7)𝑚𝑜𝑑8  ⊕ 𝑐𝑖  

(18) where 𝑐𝑖 is the 𝑖𝑡ℎ bit of byte 𝑐 with the value {63}, that is, (𝑐7𝑐6𝑐5𝑐4𝑐3𝑐2𝑐1𝑐0 ) = 

(01100011). The prime (  ́ ) indicates that the variable is to be updated by the value on the right. 

The AES standard depicts this transformation in matrix form as follows: 0 {95}−1 = {8a}, 

which is 10001010 in binary. Using equation (3.21), the result is {2A}. 

 

  Proposed Embedding Algorithm 

In this algorithm, a secret image will be hidden in a cover image using LSB. Embedding 

operation is variable. The number of LSB bits used to embed can vary from 1 bit to 8 bits. This 

embedding sequence is chosen by the sender.  

  

 Results and discussion 

A series of experiments have been conducted to show the effectiveness of the proposed 

technique. The efficiency of the proposed technique is measured by Five metrics which are: 

− PSNR (Peak Signal-to-Noise Ratio); 

− MSE (Mean Square Error); 

− Normalized Cross Correlation; 

− AD (Average Difference); 

− Histogram Analysis. 

Two types of perceptibility can be distinguished and evaluated in signal processing systems, 

namely fidelity and quality. Fidelity means the perceptual similarity between signals before and 

after processing. However, quality is an absolute measure of the goodness of a signal.  

To evaluate the performance of the proposed system in term of invisibility, a comparison 

between the proposed method and [3, 8, 12, 13, 14] is shown in Table 1. 

 

Table 1 – The comparison of PSNR between the proposed system and other methods 

 

Method 

Ref. [3] Ref. [13] Ref. [17] Ref. [20] Ref. [21] Ref. [22]  

Proposed 

PSNR 36.493 41.948 42.778 31.271 41.32 37.551 43.997 

 

The Security of the proposed system: 

In fact, there are no possible attack on AES better than brute-force attack. Assuming a 

computer that try keys at the rate of one billion keys per second. Under this assumption, the attacker 

will need about 10 000 000 000 000 000 000 000 (10 billions trillions) years to try all possible keys 

for the version AES-128 [15]. 

The way that the AES encrypt the secret image also gives a degree of invisibility and 

robustness beside the high degree of security, where the extracted encrypted image ( in the case of 

detection and successful extraction ) is look like a random image ( or insignificant data ) while there 

is no sign that the extracted image is actually a secret encrypted image. The attacker cannot 

distinguish between the encrypted image and any randomized pixel's values image.  

 

Conclusions 

1. A new data hiding technique presented, that allows hiding a colour image (secret 

object) in another colour image (cover object), achieving up to 100% embedding capacity. 

2. The use of AES algorithm as an encryption method level up the security of the system 
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to high degree. Statistical results show that the system has high invisibility. 

3. Using Bit-Slicing technique compresses the secrete image, and this results in 

decreasing the total amount of data embedded. 

4. Attaching the alpha channel to the RGB image increases the bit depth of the image and 

this results in increasing the embedding range. 

5. Alpha channel can handle more bits than the other channels while maintain a good 

PSNR considering that the Alpha channel is the lowest byte of the RGBA pixel. 
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