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Электронно-цифровая подпись 
 

В данной статье раскрывается понятие электронно-цифровой 

подписи. В качестве примера описывается RSA схема построения 

электронно-цифровой подписи. Приведены причины для применения 

электронно-цифровой подписи. Отмечены преимущества электронно-

цифровой подписи над ручной подписью.  

 

Electronic digital signature 

 

Adigitalsignatureofamessageisanumberdependentonsomesecretknow

nonlyto the signer, and, additionally, on the content of the message being 

signed. Signatures must be verifiable if a dispute arises as to whether a 

party signed a document, an unbiased third party should be able to resolve 
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the matter equitably, without requiring access to the signer’s secret 

information (private key). Digital signatures have many applications in 

information security, including authentication, data integrity, and non-

repudiation. The concept and utility of a digital signature was recognized 

several years before any practical realization was available. The first 

method discovered was the RSA signature scheme, which remains today 

one of the most practical and versatile techniques available. Subsequent 

research has resulted in many alternative digital signature techniques. 

Some offer significant advantages in terms of functionality and 

implementation. 

Classification 

Digital signatures with appendix. 

– require the original message as input to the verification algorithm; 

– use hash functions; 

– examples: ElGamal, DSA, DSS, Schnorr. 

Digital signatures with message recovery. 

– do not require the original message as input to the verification 

algorithm; 

– the original message is recovered from the signature itself; 

– examples: RSA, Rabin, Nyberg-Rueppel. 

The RSA signature scheme 

A digital signature scheme consists of a signature generation 

algorithm and an associated verification algorithm. 

RSA involves a public key and a private key. The public key can be 

known by everyone and is used for encrypting messages. The keys for the 

RSA algorithm are generated the following way: 

1) Choose two distinct prime numbers p and q. 

2) Compute n = p*q. 

3) Compute φ(n) = (p – 1) * (q – 1), where φ is Euler's totient 

function (i.e., the number of positive integers less than n and relatively 

prime to n). 

4) Choose an integer e such that 1 < e < φ(n) and gcd (e, φ(n)) = 1. 

5) Determine d as d ≡ e-1 (mod φ(n)) (i.e., d is the modular 

multiplicative inverse of e (modulo φ(n)). 

If you want to send message M confirmed with a digital signature to 

your colleague, you should turnsM into an integer m, such that 0 < m < n. 

Then you should create a digital signature s using private key {d, n} 

corresponding to s ≡ md (mod n). Next, you send pair {m, s} to colleague. 

Your colleaguereceives {m, s}, takes your public key {e, n} and calculates 
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the inverse image of message of the signature m’≡ se (mod n). In the end 

your colleague checks the authenticity of the signature (and permanence of 

the message), comparing m and m’. 

Applications of digital signatures 

As organizations move away from paper documents with ink 

signatures or authenticity stamps, digital signatures can provide added 

assurances of the evidence to provenance, identity, and status of an 

electronic document as well as acknowledging informed consent and 

approval by a signatory.  

Some common reasons for applying a digital signature to 

communications: 

1) Authentication  

Although messages may often include information about the entity 

sending a message, that information may not be accurate. Digital 

signatures can be used to authenticate the source of messages. When 

ownership of a digital signature secret key is bound to a specific user, a 

valid signature shows that the message was sent by that user. The 

importance of high confidence in sender authenticity is especially obvious 

in a financial context. For example, suppose a bank's branch office sends 

instructions to the central office requesting a change in the balance of an 

account. If the central office is not convinced that such a message is truly 

sent from an authorized source, acting on such a request could be a grave 

mistake. 

2) Integrity 

In many scenarios, the sender and receiver of a message may have a 

need for confidence that the message has not been altered during 

transmission. Although encryption hides the contents of a message, it may 

be possible to change an encrypted message without understanding it. 

However, if a message is digitally signed, any change in the message after 

signature invalidates the signature. Furthermore, there is no efficient way 

to modify a message and its signature to produce a new message with a 

valid signature, because this is still considered to be computationally 

infeasible by most cryptographic hash functions. 

3) Non-repudiation 

Non-repudiation, or more specifically non-repudiation of origin, is an 

important aspect of digital signatures. By this property, an entity that has 

signed some information cannot at a later time deny having signed it. 

Similarly, access to the public key only does not enable a fraudulent party 

to fake a valid signature. 
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Digital signature vs. ink on paper signature 

An ink signature could be replicated from one document to another 

by copying the image manually or digitally, but to have credible signature 

copies that can resist some scrutiny is asignificant manual or technical 

skill, and to produce ink signature copies that resist professional scrutiny is 

very difficult. Digital signatures cryptographically bind an electronic 

identity to an electronic document and the digital signature cannot be 

copied to another document. Digital signatures can be applied to an entire 

document, such that the digital signature on the last page will indicate 

tampering if any data on any of the pages have been altered, but this can 

also be achieved by signing with ink all pages of the contract. 

 

 

 

 
 

 

 

Figure 1. Handwritten vs. Digital Signatures 

 

On the basis of this material it is shown that the digital signature is 

useful and significant today. Digital signatures are a valuable technology 

for every major corporation. As digital data are not reliable, there are areas 

where they are not used. Most of all, contracts, receipts, approvals and 

similar data are almost worthless in a digital form, as they can easily be 

altered. Hand-made signatures don’t change this situation, because it is 

easy to transfer a signature from one document to another or to modify a 

document that is signed. The solution for these issues has been around for 

two decades: digital signatures. 
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Облачное хранилище данных 

 

На сегодняшний день информационные технологии быстро 

развиваются и широко используются во всех областях нашей жизни. 

В том числе и облачные хранилища данных. Данная статья дает 

описание строения облачных хранилищ, особенности и цель 

пользования такими хранилищами данных.  

 

Cloud Storage 

 

For some computer owners, finding enough storage space to hold all 

the data they have acquired is a real challenge. Some people invest in 

larger hard drives. Others prefer external storage devices like memory 

sticks or compact discs. Desperate computer owners might delete entire 

folders containing old files to make space for new information. But some 

are choosing to rely on a growing trend instead: cloud storage. 

While cloud storage sounds like it has something to do with weather 

fronts and storm systems, it really refers to saving data to an off-site 

storage system maintained by a third party. Instead of storing information 

on your computer's hard drive or another local storage device, you save it 

to a remote database. The Internet provides connection between your 

computer and the database. 

On the surface, cloud storage has several advantages over traditional 

data storage. For example, if you store your data on a cloud storage 

system, you will be able to access that data from any location that has 

Internet access. You would not need to carry around a physical storage 

device or use the same computer to save and retrieve your information. 

With the right storage system, you could even allow other people to access 

the data, turning a personal project into a collaborative effort. 

http://www.vnmpublication.com/IJIRES/2013/10%20October/3.pdf

