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Abstract: The article is about the approaches of providing data security in
inner networks of corporations. Three approaches of providing Information Security
(I1S) in networks are represented and reviewed in the paper. Each method solves its
own problem such as enterprise staff non-compliance to IS policies or managerial
vulnerabilities in IS systems.
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MapTtbiHoB ApTéM CTaHMCJIABOBHY
Crynent

VYpanbckuii henepanbHbIi yHUBEPCUTET
Poccus, ExarepunOypr

Hayunbiii pykoBoaureab: KoBaneBa Anexkcanapa I'eopruesna

OBECIIEYEHME BE3OITACHOCTHU JAHHBIX B KOPIIOPATUBHBIX
CETAX

Annomayua: B cmamve paccmampusaiomcs  memoovl  obecneuenus
be3onacnocmu OaHHBIX 60 GHYMPEHHUX CeMAX KOMnanuu. B cmamve npedcmasnenvl u

paccmompensvl mpu memooa obecneuugarowux HUngopmayuonnyo bezonacnocms
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(Ub) 6 cemsax. Kaowcoviti memoo pewaem ceou cobcmeennvie NpoodeMbl
beszonacHocmu, makKue Kak: Hecoomeemcmaue nosedeHus compyonukos llonumuxam
Ungpopmayuonnoti bezonacnocmu unu ynpasnenuecxue yazeumocmu cucmem UB.
Knrwoueswvie cnosa: Ungopmayuonnas bezonacnocms, bezonacnocms Jlannwix,

Kopnopamuenas Cemw, [lonumuxa Hugpopmayuonnou beszonacnocmu, Moodens
Hosepus, Ilpoecpamma Oceedomnénnocmu 06 Hngopmayuonnou beszonacnocmu,
Memoo, ocnosannviii na I pagax.

Introduction

In modern world of information the problem of information security becomes
more and more important, especially for organizations and corporations in their inner
networks. Each year the number of cyber-crimes is increasing and one of the most
common attack targets is enterprises — their data and software and most dangerous and
common crimes provided by internal vulnerabilities of networks [1]. Therefore many
companies search new effective methods of ensuring information security. In that
variety of threats it is important to know approaches of information security, how they
are realized, their advantages, disadvantages, etc. In this paper we review three
Information Security (IS) Systems that provide security from internal threats such as
human errors, staff malicious behavior, security system non-compliance to IS Policies
etc.

Information Security Awareness Program

The Information Security Awareness (ISA) program — is the program that
provides enterprise staff and customers knowledge about current IS policies of
company and training to avoid cyber-threats, situations and accidents that may cause
damage to enterprise data. There is a big variety of the ISA programs due to fact that
every big company creates their own ISA program based on their IS policies, but some
ISA programs are more effective than the others.

According to specialized literature, effective ISA program should continuously

update according to Deming cycle (plan-do-check-act work cycle), therefore users
have to periodically reminder about ISA program and changes in IS policy [2]. There

are the following recommendations for effective ISA program:
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° Media richness in ISA interventions;

o Customizing ISA interventions;

o Implementation of an iterative control and improvement process;
° Non-technocratic IS risk and threat communication;

° Feedback interventions;

o Enforcement of reflection and dialogue;

o Use of a role play.

For example, a good working bank ISA program is based on four weeks
campaign with different themes and quizzes every week. This program is continuously
improved by two-way connection [S-department and users [2].

Trust Models

The Trust systems — is the systems that provide evaluation of stakeholders before
enterprise start to communicate with them to determine their trustworthiness. All trust
models are divided on three groups: credential-based systems, reputation-based
systems and trust in information resource (combination of credential-based and
reputation-based models).

All these models should acquire to the list of attributes [3]:

. Context dependency;
° Non-transitivity;
° Non-monotonicity;

o Subjectivity;

° Uncertainty;

. Asymmetry;

o Temporal decay;

3 QoS (quality of service) monitoring;
o Hierarchy;

o Credential validity;

° Feedback credibility;

o Feedback similarity.
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At the current period the trust model that supports all attributes does not exist,
therefore even when trust model positively evaluate stakeholders, there is the need of
additional check to ensure their reliability.

Graph-Based Method

The Graph-Based method provides effective and formal management of IS
systems to prevent or detect managerial vulnerabilities, specify IS policies and identify
security threats. The methods represent entities of IS as groups of Graph that may
analyze easily than tables or lists. The entities are represented as subnet, user, object,
subject, Access rights and Security parameters. To evaluate IS systems by this method
special graphs are created [4]:

o Physical Inter-Connection Graph shows the actual physical containment
and connectivity of assets;

o User Inheritance Graph shows users or group users interconnections with
each other and other entities;

o Access Control Graph represents enterprise access control policies;

o Composite Graph — it is combination of represented graphs to show
relations between entities in security system.

Conclusion

In this paper we reviewed three methods of ensuring IS in enterprise systems.
All three methods required big planning and continuous monitoring to provide proper
level of Information security. These methods are suitable for big companies to design

their information security systems.
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