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THE IMPACT OF SPAM ATTACKS ON ORDINARY USERS 

 

Abstract: in this paper, the phenomenon of spam in the network and studied its 

impact on ordinary users. In the first part, the urgency of the problem of spam is 

declared, the purpose of the work is formulated. In the second part the influence of 

spam on different age groups of people is studied and the corresponding conclusions 

are drawn. In the third part, methods for calculating spam reviews are studied.  
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ВЛИЯНИЕ СПАМ-АТАК НА ОБЫЧНЫХ ПОЛЬЗОВАТЕЛЕЙ 

 

Аннотация: в данной работе исследован феномен спама в сети и изучено 

его влияние на обычных пользователей. В первой части объявлена актуальность 

проблемы спама, сформулирована цель работы. Во второй части изучено 

влияние спама на разные возрастные группы людей и сделаны 

соответствующие выводы. В третьей части изучены методы вычисления 

спам-отзывов. На основе изученного в заключительной части предоставляется 

вывод. 
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Introduction 

The problem of spam in the 21st century affects almost all spheres of life in 

which messages are exchanged. The basic ideas of the spammers are to create 

problems, distribution of unsolicited advertising and viruses. The main purpose of 

spammers – obtain material benefits, especially when you consider that many 

companies advertise their services and products through spam. A lot of human and 

technical resources are directed to the fight against spam, and many companies are 

engaged in the development of anti-virus programs and eradicate the problem of spam 

protection. 

Perhaps the problem of spam is not as acute now as, for example, a decade ago, 

but many different methods and approaches have been implemented and studied for 

this purpose. However, this problem still seems invincible in the modern realities of 

the Internet. Perhaps the main reason for the existence of spam, and its development is 

the person himself. After all, the person, despite any methods of spam filtering and 

protection continues to use the information sent in spam messages, thereby bringing 

spammers money, and stimulating the development and spread of spam. There is only 

one way out of this situation – to completely ignore such messages. But do not forget 

that spammers are not stupid people and are able to quickly adapt to different protection 

systems and people. Thus, the purpose of this work is to study the impact of spam on 

ordinary users and find ways to prevent it. 

The impact of spam on different age groups. 

Spam has been actively developing over the years as a mechanism for the spread 

of unwanted and malicious programs, which raises new research questions. Among 

such questions is: is there a difference in the impact of spam on different age groups? 

To answer this question, a study was conducted involving about 30 young 

women and 30 older people who regularly go online. The participants of the experiment 

were asked to send to the research mail all their e-mails that fell into the «spam» folder. 

Thus, almost 19 thousand letters were collected (10.000 from young and 9.000 from 

older users). A random set of 961 letters was selected for manual qualitative coding by 
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trained independent coders and presented for subsequent quantitative statistical 

analysis. The goal was not to investigate the effectiveness of anti-spam methods, but 

rather to improve the understanding of how spam depends on the age of the user.  

In this study, the first evidence that spam emails target different age groups in 

different ways has actually emerged. While younger users received spam-emails 

related to activities or recreation, older users received emails related to health. 

Interestingly, no differences were found age-differential targeting regarding use of 

different weapons. Recent research on phishing susceptibility (Oliveira et al. 2017) 

showed that young and older users significantly differ in their susceptibility to different 

weapons [1]. 

How not to get on a spam review? 

E-Commerce has grown rapidly due to advances in technology. With the spread 

of online shopping, spam reviews have become a growing public concern. A huge 

number of spam reviews can be seen on major sites such as Amazon, Ozone, Booking. 

Although the actual percentage of spammers is not known, studies show about 8%-

15% spam reviews on such sites. Spam reviews seriously impact the environment of 

online shopping and damage the reputation of a target organization or product. 

Therefore, the detection of spam reviews is an urgent problem.  

There are several methods to find out what is in front of you spam review.  The 

first and most obvious method is to pay attention to linguistic and grammatical errors. 

Fake reviews often have this feature, so it becomes very easy to calculate them.  

The second type of method uses reviewer behavior to identify clues pointing to 

spam reviews. These clues may be the computer IP address, review publication time, 

etc. Nevertheless, examination of reviewer behavior is an indirect method. Spammers 

are being more careful to avoid being detected, lowering the efficiency of behavior-

based methods.  

But the authors of one of the articles offered their own method. They perform 

four steps to identify spam reviews. First, they conduct review aspect rating 

calculation, which uses a sentiment lexicon and a sentiment calculation method. 

Second, they employ a tensor factorization algorithm to infer missing aspect rating. 
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Third, they adopt an aspect rating-based local outlier factor model (AR-LOF) to 

identify spam reviews. In the final step of their design, an aspect ranking method is 

proposed to reinforce the AR-LOF model. Perhaps this method is too complicated for 

the average user, but do not forget about the simple and obvious methods before 

resorting to it [2]. 

Conclusion 

The results suggest that spam could potentially be used even more effectively in 

the future if spammers continue to target users based on their age vulnerabilities or life 

preferences. The problem of this work is partially solved. This article will help users 

to navigate the spam to calculate the fake reviews and generally be more aware. 
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