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BANKING BIOMETRIC IDENTIFICATION

Abstract: Banking biometric identification today has become widespread, and
continued integration into people's daily lives. Biometric identification is the
presentation by the user of his unique biometric parameter and the process of
comparing it with the entire database of available data. There are static, dynamic,
behavioral, combined methods for biometric identification. The main problems
associated with biometric identification in banking include fraud, leakage and theft,
poor quality of collected data, as well as multiple data collection of one person by
different organizations. Each year, the program of the BlackHat information security
conference invariably contains reports related to biometric vulnerabilities, but there
are no practically reports on the development of protection methods. Therefore, the
purpose of this research is to study methods of protecting bank biometric identification.
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BAHKOBCKAA BUOMETPUYECKAS NIEHTUO®UKALIUA

Annomayusn: banxosckas oOuomempuueckas uoenmupurkayus ce200Hs
ROJYYUNLA WUUPOKOE PACRPOCIPAHEHUE U NPOOOJIICUNLA UHMESPAYUIO 8 NOBCEOHEBHYIO
JHcu3Hb  ooell. buomempuueckasa uoenmugpuxayus — 2mo npeocmasieHue
nob308amMeNeM C80e20 YHUKAIbHO20 OUOMEMPUUEcKo20 napamempa u npoyecc e2o
cpasHerusl co ceti 6a3ou 0anHvlx docmynnvix 0annwvix. Cywecmayom cmamuiecKue,
ounamuyeckue, NnogeodeHuyecKue, KOMOUHUPOBAHHbIE MemoObl OUOMEMPUYECKOU
uoenmugpuxkayuu.  OcHoBHble  NpoONeMbl,  CBA3AHHblIE C  OUOMEMPUYECKOlU
uoenmugpuxayuei 8 OAHKOBCKOU cghepe, BKIOYAIOM MOUEHHUYLECTNBO, VMEuKy U
Kpasicy, HU3Koe Kauecmeo COOPAHHBIX OAHHbIX, A MAKHCe MHO2OKPAMHbIUL cOOp
OAHHBIX OOHUM Yel08EKOM PA3IUUHbIMU Opeanuzayuimu. Kadxcowiii 200 npoepamma
KoHepenyuu no ungopmayuonnoi dvezonacnocmu BlackHat neusmenno cooeporcum
omuemvl, CEA3aAHHbIE C OUOMEMPUYECKUMU YAZBUMOCMAMU, HO NPAKMUYECKU Hem
gbICMynJieHull. no paszpabomke memooos 3sawumol. [losmomy yenvlo OaHHO2O
UCCcne008anusl A61Aemcs usyueHue Memooos 3auumsl OAHKOBCKOU OUOMempUyecKol
uoenmughuxkayuu.

Knwueswvie cnosa: buomempuueckas uoenmughuxayus, Hoemmugurxayus 6
banke, bezonacnocms oaunvix, Memoowr aymenmughuxayuu, Pazeumue dbuomempuu,
Hoebie mexnonozcuu.

There are different methods of biometric identification: static, based on the
physiological characteristics of a person throughout his life; dynamic methods take as
a basis the behavioral characteristics of people, mostly subconscious movements in the
process of repeating any ordinary action: handwriting, voice, gait. One of the priority
types of behavioral biometrics is the style of typing on the keyboard. When determining
it, the printing speed, pressure on the keys, the duration of pressing the key, the time
intervals between presses are fixed. A separate biometric factor may be the manner in
which the mouse is used. In addition, behavioral biometry covers a large number of
factors that are not related to a computer — gait, especially the way a person climbs

stairs [Ommnoka! UcTOYHMK CCHIJIKU He HalijleH. |.
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There are also combined identification systems using several biometric
characteristics that can satisfy the most stringent requirements for the reliability and
security of access control systems. Here are the main trends in the implementation of
biometric access control in various market sectors: state, healthcare, corporations,
transport, retail trade, higher education, banks.

Biometrics will continue to spread in the banking industry around the world, to
improve the quality of customer service while improving the safety of ATMs and other
facilities [Ommoka! UcTOYHMK CCHIJIKU He Hali/leH. |.

The accelerated adoption of biometric authentication at banking areas such as
securing government pension payments, teller transactions and the opening of new
accounts — is mainly due to the fact that biometrics is the only authentication method
that 'binds' a user's digital credentials to a person. This is a vital capability for
eliminating digital identity theft in an environment that has become increasingly
complex and vulnerable to security threats [0, Ommoka! UcTOYHUK CCHUIKM He
Hal/IeH. |.

Often, greater security creates barriers to legitimate access, but biometrics can
bring security and convenience simultaneously, simplifying authentication while
making it more robust and reliable. The technology has advanced to the point where
fingerprint sensors can distinguish between legitimate and counterfeit biometric
characteristics with «liveness detection». Intelligent encryption-enabled and tamper-
resistant fingerprint devices are also available that further strengthen secure
authentication and protect user privacy [Omuoka! UcToOUHMK CCHIJIKU He HAM/IeH.,
Omuoka! UCTOYHHMK CCHIJIKM He HaM/IeH. .

Looking ahead, biometrics authentication will only grow in importance. We live
in the environment where each person has the growing list of digital identities for an
expanding set of applications, stored on a variety of ID cards, tokens, smartphones and
other mobile smart devices. Again, biometrics has the unique ability to bind this
multitude of digital identities to an individual’s single, true identity, in a manner that

is private, secure and non-intrusive.
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