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Abstract. A practical procedure of risk and resilience assessment, with cascading failures
occurring in the fuel and energy economy, is proposed. It is based on the threshold values and
multi-energy methods. The probability analysis of the equipment damage is carried out using
vulnerability models for various equipment classes and in the process the probit-functional
analysis is applied. Resilience indices-criteria are used for assessing the resilience of plants as
complex mechanical systems. The procedure proposed enables calculating threshold values of
cascading failure; safe distances for equipments; probability assessment of failure propagation.
It also adds to identifying the facilities triggering cascading effects; probability of the
equipment damage; to assessing the amount of damage and the damage loss rate. The strategy
(procedure) allows ranking the equipment as related to the risk of domino effects’ occurrence;
analyzing consequences for each cascade direction and the possibility of its propagation on to
the following level; evaluating the resilience state of the plant as a technical system. The
damage amount and damage loss rate are evaluated comparing the load received and
predetermined threshold values of cascading failure for various equipment classes. The strategy
(procedure) developed will allow judging about safety of one or other type of a tank farm
containing hydrocarbons; the results obtained in the process and the actual data converge. This
strategy (procedure) is strongly recommended to be applied by experts in the field of industrial
safety in developing industrial safety manifests, safety justification as well as in developing
safety registration certificates of critical infrastructures.

1. Introduction

About 90% of substances involved in cascading failures are combustible while toxic substances make
up only 4%. Currently, there are no universal quantitative techniques considering the domino effect,
which would be certified, approved and accepted for risk analysis and control [1 - 3]. Analysis of
scientific papers has revealed that the methods and techniques based on various vulnerability criteria
(50%) and the method of threshold values (39%) are the most widespread methods for taking into
account domino effects [4 - 10]. Their common feature deals with the fact that they all consider
“domino” scenarios as a separate analysis, starting with the results obtained while making the
guantitative risk assessment [2, 11]. These methods do not provide any indication as to how the
“domino” effect has to be incorporated into the well-established risk analysis structure. That is why
there is an urgent need in integrated methods which clearly define how the “domino” effect can be
identified within the frame of the conventional structure of the quantitative risk assessment. To make
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sure the proposed strategy (procedure) is effective the following criteria have been deduced: it is to be
applicable to the existing well-established methods of analysis; it must not involve complex
algorithms of the events’ chain analysis; it is to enable calculating risk indices for possible “domino”
scenarios and safe distances to prevent property damage and “domino” effect occurrence, taking into
consideration specific conditions for each plant. The strategy (procedure) reliability was evaluated
comparing the results of the domino effect evaluation and results published in foreign resources. When
comparing, symbols, designation, reference data, threshold values of cascading failures were taken
from foreign resources.

2. Procedure stages

1. Determination of threshold values of failure triggering and safe distances for the equipment.
Threshold values of failure triggering (TVFT) for various equipment classes and instructions for
calculating safe distances to explosions and fires are taken from [2]. The multi-energy method is used
to calculate safe distances (SD) [11]:

Ry = R/(E/Po)'/? )

where Ry is the non-dimensional distance taken from [2]; R is the distance to the centre of explosion,
m; P, is atmospheric pressure, P, = 101325 Pa, E is an effective mixture energy reserve, J, calculated

by
E = M; * Egnc (2)

where M. is the dry-and-ash-free fuel (combustible substance) in the cloud, which contributes to the
explosion, kg; Eqc is the specific heat of combustion, Eg,. = 44 M]/kg for typical hydrocarbons.

In order to determine a SD in case of a failure triggered by an explosion, it is necessary to
determine the value of R in (1). If the size of destruction areas at TVFT is greater than the SD values,
then the value at which the destruction effects’ values are lower than those of TVFT will be taken as a
facility- to-facility SD. If necessary, the SD value is calculated with a reserve in order to take into
consideration all possible conditions at the plant.

2. Assessment of the possibility for failure propagation is made comparing destruction areas
obtained as a result of the initial failure consequences’ analysis, using TVFT for the equipment and
other auxiliary facilities (plants).

3. ldentification of the equipment contributing to failure triggering. In identifying danger, TVFT
can be used as a basis for critical areas identification on the plant’s territory with reference to the
“domino” effect as it is with the help of TVFT that the facility to facility SD can be calculated. If the
propagation is recognized to be possible, another step to be taken is to analyze which of the initial
equipment unit can trigger the secondary failure.

4. Equipment classification with respect to the risk of the ““domino™ effect occurrence. It is
necessary to rank all the equipment with respect to the “domino” effect occurrence. The «Domino
index», DI, where k is the equipment unit under consideration (k = 1..X), X is the number of
equipment units, is used to estimate the triggering potential. Effective distance (d.) is the distance at
which TVFT is observed. It is compared with the actual distance (df) between two units of the
equipment under consideration. Depending upon their relation, the «Distance factor» (DFj) is
determined, where i is the initiating equipment under consideration, while j is the injured equipment
being considered (i, j = 1,...,X). Ati=j DF;; = 0.

— *
DF, = {(de df)o/c(i; >1((])10, dr <d, @)
) f e

Based on the distance factors received for each pair of reservoirs, a matrix of distance factors is
built and the domino index is determined using the formula:

DI = ¥¥;—1(DFy; + DFy) (4)
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The domino index enables identifying the most hazardous equipment with regard to its capability to
cause the “domino” chain and become the secondary, tertiary and further objects of failure triggering.
The domino index makes it possible to judge about the equipment in terms of the “domino” effect
occurrence and propagation and take every effort to manage the risk. For a reservoir having the
highest domino index and when it is not possible to ensure the facility-to facility SD, feasibility for
lowering the failure probability is to be considered using safety barriers among other things.

To avoid a cyclic analysis of the equipment it is advisable to analyze the whole possible chain of
events which can take place after the initial failure, starting from the unit equipment having the highest
potential for triggering. The analysis should be continued up to the units exhibiting the lowest
potential for triggering. If the analysis of the whole possible chain of events shows that the equipment
having the highest domino index cannot be damaged by the primary failure, it is possible to leave out
this equipment and continue analyzing that one the domino index of which is lower but which will be
located in the destruction area of the initial event. To avoid a cyclic analysis of the equipment, a
representative scenario for the analysis is chosen, where the probability for the equipment to be
damaged by vectors of triggering is calculated using probit-functions. This choice is made basing on
the triggering potential of each unit equipment. The equipment chain should also be inspected, starting
with the facility which doesn’t possess the highest index but which can turn out to be a failure
precursor on the unit with a higher potential. Such chain of events will lead to the most hazardous
consequences. The scenarios where failures occur on several reservoirs right after the primary failure
will be characterized by the lowest frequency of occurrence and, consequently, are taken into account
only for the reason of necessity, basing on the calculation aims. It is worth noting that the occurrence
rate of sequences with the lowest amount of the equipment damaged will always be higher. It is
recommended to stop the calculation when the multi-level failure sequence is realized at the rate value
lower than10® year—1.

5. Probability of the equipment damage is analyzed applying vulnerability models for various
equipment classes, with the probit-functional analysis being used [2].

6. The damage amount and the loss rate are evaluated comparing the load received and
predetermined TVFT for various equipment classes. There are various rates of containment losses
(LOC), which are related to different damage states (DS). Frequencies of damage states and loss
intensity are given in [12].

7. Identification of triggering vectors. Using the data obtained, it is possible to approximate the
secondary loss of containment and to estimate the triggering vector. Given the substance properties
and storage conditions, the triggering vectors obtained will enable assessing the subsequent failures.
Failure rates caused by the corresponding containment rates are presented in [12].

8. Analysis of consequences made for each triggering vector. Analyzing the consequences of
triggering vectors identified earlier it is possible to determine an additional destruction area for each
scenario of the secondary failure. In its general view, the occurrence rate of the subsequent failure is
calculated as in [2]:

f = fsource * P (5)

where fsource 1S the occurrence rate of the primary failure and the corresponding triggering vector;
P, is the probability of triggering the subsequent failure due to the primary one, this probability is
determined transforming the probit-function into probability percentage.

9. Possibility for failure propagation on to the next level. If additional damaged units are found in
the destruction areas of the secondary failure triggering vectors, it is necessary to analyze the further
level of triggering. The most quite clearly understandable and recommended approach to analyzing a
chain of events is to analyze the tree of events for each representative scenario.

10. Resilience (Robustness) assessment. In our case partial resilience is assessed in the context of
the domino effect occurrence for the equipment units under consideration. Index-criteria represent a
widely-spread approach to assessing resilience of technical systems (TS) [13, 14]. In this research, the
«Domino index» can be used to determine the triggering potential in accordance with (3).
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In addition, the resilience index based on the ratio of direct and indirect damages can be chosen
from the index-criteria list [4, 5]. A robust (survivable) system is considered to be the one where
indirect risks do not contribute significantly to the total system risk. With this in mind, the following
index of robustness Iy, is proposed, which measures the fraction of the total system risk resulting from
direct consequences:

Irob = Rdir (Rdir + Rind) . (6)

The index takes values from zero to one, depending upon the source of risk. If the system is
completely robust and there is no risk caused by indirect consequences, then I,,,= 1. If all the risk is
due to indirect consequences, then I,,,= 0.

Finally, this index can be easily extended to account for multiple exposures, or more complicated
event trees.The robustness index will still be equal to the sum of direct risk divided by the sum of total
risk:

Resilience is assessed in the context of the domino effect occurrence for the equipment units under
consideration. Index-criteria represent a widely-spread approach to assessing resilience of technical
systems (TS) [13, 14]. In this research, the «<Domino index» can be used to determine the triggering
potential in accordance with (3).

In addition, the resilience index based on the ratio of direct and indirect damages can be chosen
from the index-criteria list [4, 5]. A robust (survivable) system is considered to be the one where
indirect risks do not contribute significantly to the total system risk. With this in mind, the following
index of robustness ., is proposed, which measures the fraction of the total system risk resulting from
direct consequences:

Irob = Rdir (Rdir + Rind) : (6)

The index takes values from zero to one, depending upon the source of risk. If the system is
completely robust and there is no risk caused by indirect consequences, then I,,,= 1. If all the risk is
due to indirect consequences, then I,,,= 0.

Finally, this index can be easily extended to account for multiple exposures, or more complicated
event trees.The robustness index will still be equal to the sum of direct risk divided by the sum of total
risk:

I = Z Rai, /[z Ry, + Z Rindj j : (7

3. Example

Comparison analysis of the procedures offered and developed in [15] has been conducted. The initial
data was taken from the procedure used to analyze cascading effect vulnerability of industrial
enterprises. A failure in the tank farm was investigated; there were eight similar reservoirs of 200 m*
(PBC-200) volume capacity at atmospheric pressure in the tank farm, containing benzol. The farm site
plan is presented in Figure 1.

Constraints accepted. Spillage fire was dealt with. Heat radiation of I = 15 kWt/m? was taken as
TVFT. Outflow out of the hole of 15 ¢ diameter at the constant speed was chosen as the most likely
reason for initiating failure at every level of triggering. Areas of destructive factors are calculated from
the wall of reservoir T;to the wall of reservoir T;. The calculations were made using software ALOHA
5.4.7 [16, 17].
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Figure 1. Farm site plan. Figure 2. Destruction areas at

I = 15 kWt/m?of heat radiation intensity.

1. Assessment of the possibility for failure propagation. Table 1 demonstrates intensity values for
all the units of the farm equipment, where the values exceeding the triggering threshold are given in
the boldface type. Making a pattern of areas destructed by the threshold values of triggering on the site
plan will be the next step.

The results of patterning the destruction areas are shown in Figure 2, on the basis of which safe
distances can be obtained with the aim of preventing the “domino” effect occurrence at the plant
(farm). Thus, taking into consideration the minimum possible SDs between units of the equipment and
using the destruction areas, we have d = 32.4 m.

The maximal value of d = max(32.4;55) = 55 m is taken as SD. In order to completely eliminate
the possibility of failure triggering and allow for various directions and the speed of wind over the
course of a year, it is recommended to use the value of d = 65 m instead of d = 55 m. The farm site
plan obtained is demonstrated in Figure 3.

Tablel. Heat radiation intensity (kWt/m?) due to the influence of T;on T

T Ti

' T IF Ts Ty Ts Te Ty Ts
T, - 9.6 2.9 9.6 45 2.1 2.9 2.1
T, 24.8 - 9.6 8.0 9.6 45 2.9 2.9
T, 5.6 24.8 - 3.7 8.0 9.6 2.0 2.9
T, 24.8 8.0 2.9 - 9.6 2.9 9.6 45
Ts 16.0 24.8 8.0 24.8 - 9.6 8.0 9.6
Ts 4.8 16.0 24.8 5.6 24.8 - 3.7 8.0
T, 5.6 3.7 2.0 24.8 8.0 2.9 - 9.6
Ts 4.8 5.6 3.7 16.0 24.8 8.0 24.8 -
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Figure 3. Site plan with regard to safe distances. Figure 4. All possible triggering vector
directions caused by spillage fire.

2. ldentification of the equipment contributing to failure triggering. In order to find out which of
the equipment units can contribute to the secondary failure occurrence, the data published in Table 1
and shown in Fig. 2 is used. The primary failure in the “domino” chain can be failures on reservoirs
T,-Tg. The failure on reservoir T} is not capable of becoming a trigger.

Comparing the data received it is possible to state that reservoirs 7z, Ts, Tg will be the most
hazardous units of the equipment as a failure on each of them can affect most of the similar units. All
possible directions of the triggering vector caused by spillage fire on each equipment unit are
designated by arrows in Figure 4.

3. Equipment classification with respect to the risk of the “domino” effect occurrence. Let’s assess
the equipment that creates destruction areas which affect other units of the equipment or is located in
an area destructed by threshold values of failure triggering. Using 2.3 u 2.4, we rank the equipment
with respect to the triggering potential.

Distance factors are then defined for reservoir Ts, using Figure 2: DFs; = (36 — 35.4)/36 * 100 =
1.7, DFs, = (32.4 —25)/32.4 %100 = 22.8; DFs, = (32.4 —25)/32.4 100 = 22.8. Similarly,
we define distance factors for other units of the equipment. The results are given in Table 2.

Table 2. Matrix of distance factors DF;;.

T
Ti 1 2 3 4 5 6 7 8
1 0 0 0 0 0 0 0 0
2 22.8 0 0 0 0 0 0 0
3 0 22.8 0 0 0 0 0 0
4 22.8 0 0 0 0 0 0 0
5 1.7 22.8 0 22.8 0 0 0 0
6 0 1.7 22.8 0 22.8 0 0 0
7 0 0 0 22.8 0 0 0 0
8 0 0 0 1.7 22.8 0 22.8 0
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Let’s determine the domino index for every unit of the equipment: DI, = DIy = DIg = 47.3;
DI, = DI, =701, DI; =DI, =45.6; DI;=929. The event chain being analyzed is
T5—-T2/T4—TI1. It’s worth noting that the most hazardous scenario where the “domino” effect
reaches the third level of triggering and propagates involving only one subsequent unit of the
equipment at each level will be Ty/Tg—Ts—T,/T;,—T; (Figured). Scenarios dealing with the
occurrence probability less than 10° year™ are not considered.

4. Analysis of the equipment damage probability. The rate of the outflow from the hole at the
constant speed is f; = 1+ 107* year~!. To assess the probability P.. of T,/T, reservoir damage
caused by the spillage fire on reservoir Ts, the probit-function [67] Y = 9.25 — 1.85 = In(ttf/60) is
considered, where In(ttf) = —1.13 * In(I) — 2.67 * 107> = VV + 9.9, ttf is the time in seconds till the
failure, V is the reservoir volume (m%), the heat flow is I = 24.8 kWt/m? . The calculations proved
thatY = 5.17,P,;. = 5.7 * 1071,

5. Assessment of the damage amount and the loss rate. In accordance with the tabulated data on the
relationship of threshold values and corresponding containment losses rates at the specified heat
radiation, a reservoir will be damaged as a result of which its loss rate will be equal to LOC3 class,
and the damage amount will be DS2 [18].

6. Identification of triggering vectors. The following triggering vectors [69] are possible for the
reservoirs at atmospheric pressure and LOC3 containment loss rate: fire-flash of P = 0.8 «
10~ 'probability and spillage fire of P ; = 2 * 10~* probability.

7. Analysis of consequences for each triggering vector. Due to the constraints accepted earlier, the
spillage fire and heat radiation are considered to be the only triggering vector of the injured
equipment. Thus, Ts—T,/T, failure occurrence rate without further triggering vectors is calculated in
the following way: fs_p/4 = fi*Pip* Pesc =1+107* year™ 21071 5.7 % 107! = 1.14 %
1075 year™!.

8. Possibility for failure propagation on to the next level. When there is a failure on T>/T, reservaoir,
T, reservoir is affected by I = 24.8 kWt /m?which is greater than the threshold value of 15 kWt/m?2.
Calculations will be similar to the previous ones and the probability will be P,,. = 5.7 * 1071,

Trees of events are used to make the analysis of the representative chain of events strikingly visual.
In accordance with the constraints accepted, the tree of events for the case under consideration is given
in Figure 5.

f'\ ~— LOC3 x") = DAL LN
| ! —T2/TL J 1 J
\Efz-m' '\555?--:- N/ 210 (Sf/, c.7*10"" J_b
1.00*10"" 2.00%10°° 1.14*10°° 2.28%10°° 1.30*10°5

Figure 5. Tree of events for the “domino” chain under consideration.

In Figure 5 - Ts, T,/T,4, Ty nodes are reservoirs’ designations; SF is spillage fire; LOC3 is the rate of
the containment loss; the values given under the nodes represent rates of occurrence; the values
located under the connecting ribs designate the probability of transition from the previous state to the
following one. Thus, the estimated value of the representative Ts—T,/T,—T,; scenario rate will be
fs_2/a—1 = fi * Pypq * Pesct * Pupa * Pescz = 1% 107* year™ + 2+ 1071 5.7+ 1071+ 2+ 107" *
571071 = 1.3 x 107° year™1. Comparison analysis of equipment ranking calculations based on
the procedure developed and that presented in [2] correlate well with each other.

The ranking results agree very closely. The rates of the failure occurrence being considered are of
one order 1.14 * 107> year~" and 2.92 * 10~5 year~! correspondingly, which is accounted for by
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different calculation procedures as well as by redistribution of probabilities in the Bayesian Networks
as a result of treating even the least probable scenarios.

4. Future work
Of particular urgency is programmed implementation of the strategy which enables increasing the
number of equipment units used for quick assessment of cascading failure. As mathematics used is
simple for understanding, the strategy algorithm is not complicated as well.

The programming code in combination with GIS-technologies will allow considering all possible
chains of events and, in doing so, to improve the calculation accuracy.

5. Conclusion

The strategy developed can be integrated in to the conventional structure of risk analysis and
assessment; its mathematics is easy to utilize and it is independent of complicated algorithms of the
events’ chain analysis. Using it, it is possible to determine rates and consequences of the “domino”
effect for equipment, safe distances to prevent property damage and triggering the “domino” effect.

This procedure can be used by experts for obtaining quick assessments in estimating the danger in
tank farms having up to 10 units of equipment.

Unlike other more complicated techniques (weighted graphs, Bayesian Networks), the procedure
developed does not require time consuming modeling for every particular set of conditions at the
plant. It can be used by experts in the field of industrial safety in developing industrial safety
manifests, safety justification as well as in developing safety registration certificates of critical
infrastructures.
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