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HccaenoBanue cpeacTB TECTUPOBAHNE CUCTEM HA YCTOMYMBOCTH K (D)
DoS-arakam

B crarbe paccMOTpeHbl OCHOBHBIE MHCTPYMEHTHI [JIsi MPOBEICHHUS
TECTUPOBAHUSI MHPOPMAIMOHHBIX CEPBUCOB Ha YCTOMUMBOCTH K (D)DoS-
atakam. IIpoBemeHo wucciemoBanue HaubOonee AOPEKTHUBHBIX U
YHUBEPCAIbHBIX CPE/ICTB.

(D) DoS-testing

A Denial-of-Service (DoS) attack is an attack in which one or
more machines target a victim and attempt to prevent the victim from
doing useful work. The victim can be a network server, client or router, a
network link or an entire network, an individual Internet user or a
company doing business using the Internet, an Internet Service Provider,
country, or any combination of or variant on these.
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Almost all Internet services are vulnerable to denial-of-service
attacks of sufficient scale. In most cases, sufficient scale can be achieved
by compromising enough end-hosts (typically using a virus or worm) or
routers, and using those compromised hosts to perpetrate the attack. Such
an attack is known as a Distributed Denial-of-Service (DDoS) attack.
However, there are also many cases where a single well-connected end-
system can perpetrate a successful DoS attack [2].

DoS and DDoS pose a significant risk to critical infrastructure and
business entities. (D)DoS Testing will show whether your system 1s well
protected, and how you can protect it.

(D) DoS attacks can be divided into the following categories:

o attacks operating at the application layer, using features of a
specific application;

o attacks that use host layers protocols of the network model;

e  attacks operating at the media layers of the network model,
aimed at reducing the channel capacity.

Testing Tools can be classified as follows:

° Hardware and software systems, such as IXIA, Spirent, and so
on. This solution is effectively and provides detailed reports and statistics
at the output, but it is very expensive and it has poor scalability. It can be
used in large companies.

e Tools, what we can find in special Linux distributions
(especially - Kali Linux). It is free and universal solution. It is described in
table 1.

o Software solutions, for example, WAF Testing Framework by
Imperva and Akamai. It is also quite expensive.

e  Vulnerability scanners, which allow to simulate the attacks.
This solution has limited functionality.

e  Amateur tools. Such tools are easy to use. It is possible to
overwatch the reaction of the test object, but it is impossible to have output
statistics.

Table 1 — Kali Linux tools

Title Description

SlowHTTPTest e SlowHTTPTest is a highly configurable tool that simulates some
Application Layer Denial of Service attacks;

e [t works on majority of Linux platforms, OSX and Cygwin — a Unix-
like environment and command-line interface for Microsoft
Windows;
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e Depending on the level of detail, the output can be simple, as
generated messages every 5 seconds, and full, as traffic dump.

GoldenEye e Implements HTTP-flood (GET and POST);

e Each GET request contains different line, different user agents and
different referee, including Bing, Baidu, Yandex and other search
engines, so the server transmits traffic with code 200 (OK).

Hping3 e It works well if there are other running DoS tools such as GoldenEye
on your computer;

e Itis a free packet generator and analyzer for the TCP / IP protocol (it
implements SYN-flooding attacks, TCP connects) [1].

The simulation DDoS tools of KaliLinux 2.0 were tested
experimentally. The scheme of test stand is shown in figure 1.

Switch, HUB

Network:192 168.1.0/24
Mask: 255.255.255.0

Ip-address1 52 168 1.2

Server y . . "
4 Attacking station Attacking station

ilp-addressng.’- 16313 J tlp-address:"-,’ 6E14 J

Figure 1 - The scheme of test stand

The PC was as a server (the object of attack), with the operating
system UbuntuServer 12.0, Apache Web Server was installed on it. The
two PC were as attacking stations with operating systems KaliLinux 2.0
and Windows 8.

First of all, Hping3 utility has been tested. For example, we have
used the following situation. The following command starts hping3:

o root@WebWare-Kali:~# hping3 -c 10000 -d 120 -S -w 64 -p 21 --
flood --rand-source 192.168.1.2.

Let's look at the situation from the server. The state of the server after
the start attack is shown in figure 2. We can see that the processor is loaded
with 95 percent.
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C

top - 11:57:50 up 5 min, 1 user, load average: 1,42, 0,72, 0,29
Tasks: 76 total, 2 running, 74 sleeping, 0 stopped, 0 zombie
®Cpu(s): 0,0 us, 0,3 sy, 0,0m, 4,57d, 0,0wa, 0,0 hs, 95,2 s71, 0,0 st
KiB Mem: 1012156 total, 196468 used, 815688 free, 9584 buffers
KiB Swap: 2068476 total, 0 used, 2068476 free. 88592 cached Mem
3 U R NI - RES  SHR 5 %CPU SMEM b
3 root 20 0 1] 7] 0 R52,0 0,0 0:50. 90 n 1r.. 0
857 mysql 20 0 492604 47648 10576 5 35,0 4,7 0:29.05 mysqld
1154 root 20 0 23680 2936 2416 R 4,5 0,3 0:02.83 top
645 root 20 0 280588 24300 18084 5 1,2 2,4 0:01. 35 apache2
411 root 20 0 37068 2756 2324 5 0,9 0,3 0:00.07 rpcbind
1155 root 20 0 0 0 os 0,9 0,0 0:00.53 kworker/0:0
7 root 20 O 0 0 0os 0,6 0,0 0:01.926 rcu_sched
1146 root 20 0 B2700 5968 5120 S 0.3 0,6 0:02.25 sshd
1 root 20 0 28576 4612 3080 5 0,0 0,5 0:00.47 systemd
2 root 20 0 0 0 o5 0,0 0,0 0:00.00 kthreadd
5 root 0 -20 0 (6] os 0,0 0,0 0:00.00 kworker/0:0H
6 root 20 O 0 0 05 0,0 0,0 0:00.00 kworker/u2:0
8 root 20 0 0 (1] os 0,0 0,0 0:00.00 rcu_bh
9 root rt 0 0 1] s o,0 0,0 0:00.00 migration/0
10 root rt 0 0 o os 0,0 0,0 0:00.28 watchdog/0
11 root 0 -20 0 0 s 0,0 0,0 0:00.00 khelper
12 root 20 0 0 0 os 0,0 0,0 0:00.00 kdevtmpfs

Figure 2 - The state of the server Hping3

Then, GoldenEye has been tested. The program starts with the

following command:

/goldeneye.py http://192.168.1.2/info.php

Let's look at the state of the server (figure 3). In this case, the
processor is still practically inactive, but the amount of free memory
reduced, in addition, the number of sleeping processes increased.

As a result of logs analysis we can see different strings, different user
agents and a variety referee in GET request. When the Web server meets
this attack, it analyzes the entering traffic, checks the requested URL, the
source address and «Referrer» field. Then, it skips them with code 200

J
op - 17:06:58 up 6:03, 2 users, load average: 0,08, 0,42, 0,49
asks: 217 total, 1 running, 215 sleeping, 0 stopped, 1 zombie
iCpu(s): 0,3 us, 0,3 sy, 0,0 ni, 99,3 7d, 0,0 wa, 0,0 hi, 0,0 si, 0,0 st
[1B Mem: 1012156 total, 932380 used, 79776 free, 40508 buffers
1B Swap: 2068476 total, 0 used, 2068476 free. 479576 cached Mem
PID USE X NI \ E SHR S & SMEM TIME+ COMMAND
4871 mysq 0 0 581 4540 1108 1. 4,8 0:08. 21 mysqld
856 root 20 (1] 82700 5920 5068 5 0,3 0,6 0:01.48 sshd
7848 root 20 0 280712 27600 19936 S 0,3 2,7 0:02.02 apache2
1166 www-data 20 0 281704 16700 g488 S 0,3 1,6 0:00.07 apache?
1 root 20 0 110496 4664 3092 § 0,0 0,5 0:00.96 systemd
2 root 20 0 0 0 0Ss 0,0 0,0 0:00.01 kthreadd
3 root 20 O 0 0 o0s 0,0 0,0 0:00.42 ksoftirqd/0
S root 0 -20 ] 0 os 0,0 0,0 0:00.00 kworker/0:0H
6 root 20 0 0 [] 0Ss 0,0 0,0 0:00.00 kworker/u2:0
7 root 20 0 0 0 0Ss 0,0 0,0 0:00.60 rcu_sched
8 root 20 O ] 1] 0SS 0,0 0,0 0:00.00 rcu_bh
9 root rt 0 0 0 os 0,0 0,0 0:00.00 migration/0
10 root rt (1] 0 0 0s 0,0 0,0 0:00.15 watchdog/0
Figure 3 - The state of the server GoldenEye
Thirdly, SlowHTTPTest has been tested. It takes all available

connection pool. Attacks Slowloris and Slow HTTP POST occupy server
resources and cause a denial of service by slow retrieving or sending the

request.
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For example:
o slowhttptest -¢c 1000 -H -i 10 -r 200 -t GET -u
hittp://192.168.1.37/info.php -x 24 -p 3..
Let's look at the state of the server, in fact, at the state of RAM
(figure 4). We can see that the amount of memory was reduced very
quickly. The server went down and levelled off (figure 5).

C
root@webware-Debian:~# free

total used fFree shared buffers cached
M 2 1012156 651984 360172 9912 37960 476428
-/+ buffers/cache: 137596 B74560
Swap: 2068476 LE] 2068476
root@webWare-Debian:~& free

total used free shared buffers cached
M em 2 1012156 B28352 183804 9912 37968 ATB428
=/+ buffers/cache: 313956 698200
Swap: 2068476 o 2068476
root@wWebwWare-Debian:~2 free

total used frees shared buffers cached
Mem: 1012156 8459308 166248 9912 37968 470428
-/+ buffers/cache: 331512 650644
Swap: 2068476 L ] 2068476
root@webware-Debian:~# free

total used free shared buffers cached
= 1012156 B45 988 166168 9912 37968 476428
-/+ buffers/cache: 331592 680564
Swap: 2068476 0 2068476
root@webwWare-Debian:~& Tree

total used free zhared buffers cached
Mem: 1012156 846084 166072 9912 37968 476428
-/+ buffers/cache: 331688 680468

Swap: 2068476 o 2068476
root@webwar e-Debian:~2 |

Figure 4 - The state of the server's RAM

Test parameters

Test type SLOW HEADERS
Number of connections 1000

Verb GET
Content-Length header value 4098

Extra data max length 52

Interval between follow up data 10 seconds
Connections per seconds 200

Timeout for probe connection 3

Target test duration 240 seconds
Using proxy no proxy

Testresults against hy:it192.168.1.37 info.php

M Closed
W Fending
M Connected

W Senvice
available

Connections

0 2 4 6 8 10 12 14 16 18 20 22 24 26
1L 3 5 7 9 11 13 15 17 19 21 23 25 27

Seconds

Figure 5 - Report about the work of program

So, the existing (D)DoS-testing tools have been reviewed and
conducted. It has been found that these tools can be used to create scalable
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network services. For example, it is possible to use cloud computing
power to create such services.
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IIpocTpaHCTBEHHO-BPpEeMEHHAsl MO/eJb CUTHAJIA
paauoBbsicoToMepa ¢ JIUM npu orpakeHUHd 0T MOPCKOH IMMOBEPXHOCTH

B cratee paccMarpuBarOTCS ~ OCOOEGHHOCTH  MOJEIHPOBAHUS
OTPaXEHHOTO CHTHAja PaJMOBBICOTOMEPA HaJ MOPCKOM MOBEPXHOCTHIO
pU Pa3IUIHOW BBICOTE€ BOJH, BBEICHUU YIJIOB JBOJIIOIMH M CKOPOCTH
JIeTATeNIPHOTO ammapara, a TakXe HW3MEHEHWW IIUPUHBI JHarpaMMbl
HaIPaBJICHHOCTH aHTEHHBI. [Ipou3BeeHO KpaTKOe OMUCAHUE BIIUSIOIINX
(bakTOpoB, KOTOphIE OBLIM YUYTCHBI TIPU MOJCITHUPOBAHHH PaOOTHI
paaunoBbicoToMepa. JlaH aHau3 pe3ynbTaToOB MOACIUPOBAHUS.

Space-time model of radio altimeter LFM signal reflected from
the sea surface

Currently, modern computational power allows implementing quite
plausible ways to simulate signals reflected from different objects. Besides
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