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AHHoTanusi. /[anHas cTaThsl paccMaTpUBaeT dKCILTyaTallys ysI3BUMOCTEH Kitacca
coerce B Windows 11. B kauectBe artak BbiOpanbl PetitPotam wu PrinterBug.
HccnenoBanue MpOBOIUTCS C MEIbIO0 aKTyaIM3UPOBATh HHPOPMAIIUIO JIJIS TTOCIICTHEH
Bepcun OC cemeiictBa Windows — Windows 11 - mo moaBep»KEHHOCTH JaHHBIM
ys3BUMOCTSIM. CTaThsl COACPKHT TEOPETUYCCKOE OOOCHOBAHUE BO3MOXKHOCTH
AKCIUTyaTaIlul YIIOMSHYTBIX aTak, SKCIIEPUMEHTAIILHOE MCCIICA0BAaHNE ITOCTPOCHO Ha
CpaBHEHMHU BBINOJHEHUS aTtak kjacca coerce niuss OC Windows 10 u Windows 11. B
3aKJTFOUMTEIPHON YaCTH MPHUBEICHBI BRIBOJIBI 110 TPOCIaHHON padoTe.

KarwueBbie cioBa: ys3sumocts, Windows 11, Windows 10, aytentudukaius,

AKCIUTyaTarus

Windows 11 Susceptibility to Attacks from Windows 10

Alexander V. Tokarev !, Violetta M. Tokareva ?, Alexandra G. Kovaleva *
123 Ural Federal University named after the First President of Russia B. N. Yeltsin,
Ekaterinburg

lalexander.tokarev@urfu.ru

2ym.povetina@urfu.ru
SAG.Kovaleva@urfu.ru

520


mailto:alexander.tokarev@urfu.ru
mailto:vm.povetina@urfu.ru
mailto:AG.Kovaleva@urfu.ru
mailto:alexander.tokarev@urfu.ru
mailto:vm.povetina@urfu.ru
mailto:AG.Kovaleva@urfu.ru

Abstract. This article deals with the exploitation of coerce class vulnerabilities in
Windows 11. PetitPotam and PrinterBug are selected as attacks. The study is conducted
in order to update information for the latest version of the Windows OS family -
Windows 11 - on exposure to these vulnerabilities. The article contains a theoretical
justification for the possibility of exploiting the mentioned attacks, the experimental
study is based on a comparison of the implementation of attacks of the coerce class for
Windows 10 and Windows 11. In the final part, conclusions are given on the work
done.
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Introduction

The attacks considered in this work are based on the exploitation of the
weaknesses of the SMB protocol. SMB is one of the most common domain protocols
today. It has a client-server architecture and is located at the application layer of the
OSI model. SMB is used to obtain remote access to files and services, shared folders
and printers, and also implements inter-process communication in the system. SMB
uses the named pipes mechanism.

A named pipe is a logical network connection between a client and a server that
participates in an SMB connection that has a name that is the endpoint for the
connection. SMB clients access named pipe endpoints using a named pipe share named
"IPC$". The IPC$ named pipe share only allows named pipe operations and distributed
file system link requests. The data sent to IPC$ is part of SMB. IPC in SMB can pass
the user's authentication context to another named pipe endpoint without additional
requests [1].

But the ability to pass an authentication context when communicating over a
named pipe has led to the emergence of coerce class attacks. When performing such
attacks, an attacker is able to gain unauthorized access to domain resources. After all,
an attacker may redirect traffic and perform forced authentication. This is the type of
attacks that will be discussed in this article. Such attacks are dangerous and have

development vectors that lead to quite serious consequences for the domain. So, by
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performing coerce, an attacker may easily become a "man in the middle" and attack the
target node in the domain. It also opens up ample opportunities for various kinds of
relay attacks.

Since the implementation of this class of attacks is quite easy to implement and
vulnerabilities of this type are quite common today, it was decided to study the latest
version of the OS from the Windows family - Windows 11 - for vulnerability to attacks
of this type [1,2].

Experimental part with Windows 10

Note that by default in Windows 10, connection is available via the following
named pipes:

> \PIPE\eventlog;
> \PIPE\lsarpc;
» \PIPE\Isass;
> \PIPE\netlogon;
» \PIPE\samr;
» \PIPE\spoolss.

This is important, as it may allow you to determine what kind of coerce class
attacks can be performed. In our case, it is possible to execute PetitPotam and
PrinterBug, since the pipes \PIPE\eventlog, \PIPE\Isarpc, \PIPE\Isass, \PIPE\netlogon
and \PIPE\samr allow the PetitPotam attack to be carried out, and the availability of
the \PIPE\spoolss pipe indicates the ability to run PrinterBug [3].

Executing PetitPotam (Fig. 1).

1_np:192.168.101.1[\PIPEN1sarpc]

B1d488-dB850-11d0-8c52-0@c@4sfdonfre

Figure 12 — Executing PetitPotam on Windows 10
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When executing PetitPotam, we see the resulting hash of the target node (Fig. 2).

Figure 13 — Captured hash after PetitPotam on Windows 10

Executing PrinterBug (Fig. 3).

Figure 14 - Executing PrinterBug on Windows 10

When executing PrinterBug, we see the resulting hash of the target node (Fig. 4).

Figure 15 - Captured hash after PrinterBug on Windows 10

Both attacks were successful. This means that a potential attacker could force
authenticate a vulnerable host on the attacking host, or redirect the resulting
authentication context to the target host.

Experimental part with Windows 11

Next, install and create a virtual machine and install Windows 11 (21H2,
22000.318) on it with default settings. Note that by default in Windows 11, the same

pipes are available for connection as in Windows 10 [3,4].

p:192.168.101.10[\PIPE\lsarpc]

11d488-d850-11d0-8c52-00co4fdonfTe

Figure 16 - Executing PetitPotam on Windows 11
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An authentication request was received from a vulnerable host (Fig. 6).

Figure 17 - Captured hash after PetitPotam on Windows 11

Also tried running PrinterBug (Fig. 7).

Figure 18 - Executing PrinterBug on Windows 11

And an authentication request has been received (Fig. 8).

Figure 19 - Captured hash after PrinterBug on Windows 11

This means that both attacks have been also successful on Windows 11.

Conclusion

Thus, it can be noted that Windows 11 continues to contain some of the
vulnerabilities of its predecessor Windows 10 by the default. This may be due to the
fact that Microsoft has not recognized the possibility of forced authentication as a
vulnerability. Therefore, it is important for users to be more careful themselves and
protect themselves from attacks of this type. The article describes the process of
checking coerce-type vulnerabilities - PetitPotam and PrinterBug for Windows 10 and
Windows 11 operating systems. But since the vulnerabilities in the new OS remain the
same, it can be assumed that the old ways of protecting against them will work in

Windows 11. But this is a topic for further research.
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