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Abstract. The intensive development of information systems and communication infrastruc-
tures has led to the emergence of new approaches and new tools for their management. Cloud
services, virtualization technologies and software-based management tools are actively used to-
day for building modern information systems which provides additional opportunities for man-
aging components of these systems and for expanding such systems abilities. The use of such
approaches and tools can provide a solution to the complex of problems faced by education insti-
tutions today, presenting new methods of distance learning and new forms of practical training.
The balanced use of virtualization technologies and software-based control tools allows building
distributed laboratory complexes of a new generation which will provide new possibilities for
using the equipment that is available in educational institutions. The use of such complexes in
the educational process allows not only to instill in students the skills of managing the configura-
tions of communication infrastructures that are especially relevant today, but also to organize,
in addition to traditional laboratory work, new forms of contactless practical classes. When
conducting such classes, students get the opportunity to fully-functional remote access to the
virtual and physical components of the complex, which is especially important for organizing the
educational process in modern conditions associated with the COVID-19 pandemic.The article
discusses modern approaches to the construction of software-controlled communication infras-
tructures, tools for software-based management of their components and also, an example of the
implementation of these approaches and such tools usage in the construction of a distributed
laboratory complex for a higher educational institution. The main advantages of the approach
based on the use of hypervisors and emulators are presented, the experience of its deployment
in the modernization of the laboratory complex for a IRIT-RTF UrFU is considered.

1. Introduction
The characteristic features of modern information systems development are the massive
introduction of cloud computing and virtualization technologies. These processes are interrelated
and interdependent, since it is the introduction of virtualization technologies in data centers
that provides the necessary increase in productivity and efficiency of equipment use which
makes cloud computing, applications, and services available to an increasingly wide range of
users [1]. The continuous growth in the popularity of cloud computing, in turn, causes a further
scope of virtualization technologies implementation expansion, the emergence of new directions
in the development of hardware and software. These areas include a set of technologies for
virtualization of communication infrastructures and functions (Network Function Virtualization
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- NFV) which is designed to improve the efficiency of network resources management and usage
for service providers and large corporations [2]. The global scope of virtualization technologies
introduction makes it possible to realize functional separation of control planes and direct data
transfer in all kinds of communication infrastructures which fundamentally changes the existing
approaches to managing these infrastructures. New approaches to implementing the management
of communication architectures are based on software-based tools (Software Defined Networks -
SDN) and implemented using cloud computing [3]. That is why modern information systems are
based on the use of software tools that ensure the development, deployment, and maintenance
of cloud services and applications based on SDN / NFV. The use of such tools allows us to
design and implement services in a production environment and to update them during life
cycle. Thus, in modern information systems, the popular today software development strategy
DevOps is implemented which can provide a continuous cycle between the development and
implementation of their components [4]. Therefore, today more and more approaches based
on the use of abstraction levels and interaction interfaces which provide the construction of
scalable and software-controlled information systems are used [5]. The use of such approaches
for modernization of laboratory complexes of educational institutions and the use of universal
tools and software applications capable of reconfiguring such complexes infrastructures in real
time allows to transfer the solution of problems of managing of such complexes to a qualitatively
new level [6].The use of such software-controlled distributed laboratory complexes (DLC) in the
educational process will allow us to instill in students the skills of coordinated changes in the
configurations of communication infrastructures that are especially relevant today and also opens
up the opportunity for building and researching self-organizing information systems capable
of implementing a closed loop of network resource management using a complex of computer
technologies learning [7]. The article presents the main advantages of the approach based on the
use of hypervisors and emulators, and examines the experience of their application achieved in the
modernization of laboratory complex IRIT-RTF in the Ural Federal University. A characteristic
feature of the implemented approach is the possibility of using the laboratory equipment available
in the educational institution for organizing new forms of contactless practical training. When
conducting such classes, students get the opportunity to fully-functional remote access to virtual
and physical components of the laboratory complex, which is especially important for organizing
the educational process in modern conditions, when, due to the COVID-19 pandemic influence,
attention to remote learning technologies has noticeably increased.

2. Selection of Basic Components for Modernization of the Laboratory Complex in
IRIT-RTF
The laboratory complex IRIT-RTF URFU is designed for laboratory and practical exercises in
the study of technologies for building information and communication networks. At the start
of the upgrade, the complex consisted of 6 Cisco 2810 routers and 6 catalyst 2960 switches.
The laboratory equipment was installed in standard racks and was powered from uninterruptible
power supplies. Equipment control during laboratory work was carried out through console
connections. The main disadvantages of the existing laboratory complex were the insufficient
amount of equipment for conducting classes in compliance with coronavirus restrictions and
the inability to use the complex for remote work with students. When choosing directions and
approaches to modernizing the complex, first of all, it was necessary to take into account the need
to implement methodological instructions for laboratory activities existing in the current training
courses. The simplest solution for organizing the educational process in such conditions, of course,
was a complete rejection of the use of hardware-based laboratories and the implementation
of laboratory exercises on software emulators from manufacturers of network equipment, such
as Cisco Packet Tracer. [8]. The use of this approach, of course, makes it possible to ensure
the implementation of methodological instructions of existing training courses when conducting
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classes in the form of on-line webinars. However, since this approach involves the installation of
special software on the PC of students, its main disadvantages are the impossibility of centralized
control of the course of the lesson and focus on the traditional form of management of network
components (CLI). Also attractive is the possibility of using cloud-based software and hardware
laboratory stands (sandboxes) from manufacturers of network equipment manufacturers such
as Cisco [9] or Juniper [10] for laboratory and practical exercises. Such solutions are certainly
capable of implementing the full range of modern protocols and network management tools,
but due to their focus on the individual learning process, existing sandboxes provide even less
opportunities for centralized control and administration of the educational process. At the same
time, it should be noted that the balanced use of emulation and virtualization tools, which form
the basis of modern sandboxes, for a distributed laboratory complex building, can ensure that
the entire set of requirements that are imposed on it are met. Thus, among the basic components
that can be used to build a distributed laboratory complex, the use of hypervisors and emulation
systems should be highlighted first.

2.1. Hypervisors
Hypervisors are designed to separate physical resources by deploying virtual network components
such as routers and switches. The possibility of information interaction is provided between
virtual and physical components of communication infrastructures [11]. Hypervisors allow you
to provision virtual machines that run customized versions of operating systems (such as Cisco
IOS). To build a DLC today, VMWare ESXi, Hyper-V or KVM [12] software hypervisors can
be used. VMware ESXi runs directly on bare metal servers. The advantage of this solution is
the ability to centrally manage a group of hypervisors and virtual machines using the vCenter
utility. The utility allows you to assign custom roles to users and create new virtual machines [13].
VMware ESXi provides the ability to customize the image to support any hardware [14]. This
solution was successfully applied in our previous research works. Hyper-V from Microsoft can
be built into Windows Server or installed as a standalone server. This implementation seems to
be more convenient for users of the Windows operating system in fields of its management [15].
However, it needs to be noted that Hyper-V supports much fewer software products and systems
than VMWare ESXi. Hypervisor KVM, unlike the solutions which was previously considered,
runs on top of the Linux operating system. KVM is presented as a loadable Linux kernel module
that contains the kvm.ko. KVM does not require significant resources which is provided by
the interaction of virtual operating systems directly with physical hardware. At the same time,
preparing the hypervisor for operation seems to be a resource-intensive task, because a lot of the
concertedly filled configuration files needs to be successfully created.

2.2. Emulators
Software emulators allow us to create virtual network objects and combine them into network
infrastructures that can be presented as a cloud service or local resources. Examples of cloud
emulators are Juniper vLabs and Cisco DevNetSandbox solutions. The Juniper vLabs virtual
laboratory environment allows you to use both ready-made topologies for studying the operation
of Juniper equipment and to assemble your own virtual topologies [10]. Cisco DevNetSandbox
is presented as a similar solution for learning the concepts of programmable networks based
on Cisco equipment [9]. Both solutions contain a list of labs that require users preparation
for connection and configuration at runtime. The main disadvantages of such solutions are
the need to book equipment and the strictly limited time period to work with it. Unlike the
previously considered proprietary emulators, EVE-NG presents an open source product. Thus,
to organize the educational process based on a local emulator application, EVE-NG can be used
as an ordinary virtual machine installed on a server. An attractive feature of this solution is
the ability of total system control via a built-in web server. Another useful EVE-NG feature
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is supporting multi-user mode with role-based policy [16] which makes possible full control of
laboratory work preparation and fulfillment. A similar modeling platform is the Cisco Modeling
Lab [17], but, unlike EVE-NG, Cisco Modeling Lab can be used only on the terms of paid
licensing.

Among the products considered for organizing virtual DLCs within the framework of the
proposed approaches, the VMware ESXi was chosen as the hypervisor among other solutions
under consideration because of its wide capabilities. EVE-NG was chosen as an open-source
emulator, which has a built-in HTML-based user interface, supports the topology designer and
provides many other opportunities which will be useful for DLC creation and its management.
The use of cloud emutator services provided by Juniper and Cisco is not considered for the
organization of the DLC due to inability of complete laboratory works planning and control.
The same requirement limits the use of Cisco Packet Tracer.

3. DLC Components Management
After organizing laboratory stands, the task of setting up and managing these stands arises. It
is necessary to manage both the configurations of the information and communication structures
on which the laboratory stands are based, and the topologies of the stands themselves. Also,
an important aspect of managing laboratory stands used in universities for conducting practical
exercises with students is the organization of safe and reliable access to the equipment of the
stands with the ability to restore the original configuration of the equipment.

3.1. DLC configuration management
To organize laboratory stands, some equipment is needed with computing power. Moreover,
each laboratory stand should be independent from others. In cases where the equipment used
does not support the possibility of virtual layering, each student team must be allocated its own
set of physical equipment. This is not always convenient and requires additional purchase and
maintenance costs. The advantage of this approach is the ability of students to use the equipment
in the way it is used in modern enterprises. It should be noted that in modern enterprises for
many years there has been a transition from physical equipment to cloud computing or the use
of computing resources of physical components with the subsequent division of these resources
between virtual components [18]. The advantages of virtualization are especially evident when
using this approach for training. Virtualization allows you not to worry about the fact that
the laboratory stand can be destroyed by incorrect actions. Each stand is a clone of a certain
configuration which allows you to return to its initial state at any time. Previously, an approach
to automating the deployment of laboratory stands was considered, based on the description of
the infrastructure in the form of code [19], which allows you to deploy the necessary configurations
“on the fly” in any number, limited only by server capacity. In the case of using several virtual
machines to create a separate laboratory stand, the most effective option seems to be the use
of nested virtualization [20]. At the same time, images of various topologies are saved, which
are a hypervisor with a fully configured topology of virtual machines, with a state saved as a
snapshot. Further, the prepared images can be deployed in the required amount on top of a
functioning hypervisor. And after the end of the work, they are reset or deleted. In the case
of using network topology emulators such as EVE-NG, the deployment algorithm will be the
same as in the previous case, except that a separate virtual machine will be used as an image.
With the ESXi hypervisor from VMware, it becomes possible to automate the deployment of lab
stands. The VMware vCenter API [21] allows using both PowerShell scripts [22] and configuration
management tools such as Ansible [23]. Switching between functioning hypervisors can also be
configured using automation tools. Topology management can be carried out both by teachers
when preparing images of laboratory stands and by students themselves during laboratory work.
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In the first case, the configuration is performed by means of the hypervisor. The ESXi hypervisor
allows you to organize switching between virtual machines using vSwitch [24] and access to the
stand using VMkernel. This process can also be automated using the vCenter API. In the second
case, the most convenient way to manage topologies by students is to use emulator tools. For
example, the EVE-NG emulator provides a HTML-based user interface through which you can
design and customize your own topologies. However, it is also possible to use the means of
the hypervisor itself to manage student stands, but in this case it is necessary to organize an
access interface that implements the functions of student authentication and authorization. The
problem of convenient and safe access to the stands is discussed below.

3.2. Access control to the DLC
The use of the HTML-based interface that supports authentication is considered as the optimal
approach for organizing access to the stands. This approach allows you to fine-tune the access
rights to the system of each user and display only the data available to him. In the case of
emulators, they can use ready-made access control tools. For example, the EVE-NG emulator
discussed above provides the ability to create teacher and student accounts. Teacher accounts
provide full access to the system and allow you to customize student account rights. This allows
the student to access only a specific set of laboratory stands. It is possible to attach teaching
materials to each laboratory stand. In this case, the student account sees only those topologies
to which it has access. An alternative option is the organization of personal remote workstations.
When using products of the VMware company, creation and management of workplaces can be
carried out using the product VMware Horizon [25]. All necessary software is preinstalled at the
remote workplace. The next step is to implement the HTML-based interface which displays the
topology of the laboratory stand. Clicking on each device in the topology allows the vCenter
API [21] to invoke the management interface. It can be either a console or a graphical device
interface. Moreover, after authentication in the web form, each user is assigned their own devices.

4. Experience in Building and Operating DLC
The application of the approaches discussed above made it possible in the fall of 2020 to build and
put into operation in IRIT-RTF UrFU DLC with an integrated software-based control system.
When creating the communication infrastructure of the DLC, the existing equipment of the R-
224 and R-344 IRIT-RTF classrooms was used. The diagram of information interaction of the
main components of the DLC is shown in 1.

Figure 1. Scheme of information interaction of the main components of the DLC.
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The central component of the DLC is a set of control servers. These servers are used to manage
the functioning of the DLC in total and to create virtual components. Classroom switches provide
connection of physical components (routers, switches, etc.) to the DLC. Lab classes border
routers are used to provide access to virtual or physical DLC components for remote users and
enable all DLC components to communicate on the OSI data link layer. The deployment of
each laboratory work is performed automatically using the Ansible configuration management
system. To fulfil the deployment, instruction files are prepared that describe the required virtual
networks topologies. This approach allows you to combine pre-prepared virtual topologies with
the physical equipment of university classrooms and use a unified user web interface to manage
virtual and physical DLC components during laboratory work. The appearance of the user web
interface is shown in 2.

Figure 2. The DLC User Web Interface.

A similar interface can be used by the teacher to monitor the progress of the laboratory work
by all students. An important feature of the implemented DLC is the ability to automatically
check the results of laboratory work. During the check, a report on the work performed and
the final score of the student are generated. Another significant advantage of the implemented
solution is that all student actions with the equipment of the laboratory complex are documented
in the appropriate database. This feature provides an opportunity for the teacher to monitor
the progress of the laboratory class by all students and the prospect of implementing new forms
of practical training with the participation of a virtual assistant or mentor. Using the DLC
described above, in the spring’s semester of 2021, 18 cycles of laboratory work were organized
at IRIT-RTF for two streams of students with a total number of over 150 people. When
conducting laboratory classes, students were accommodated in the classrooms of the IRIT-
RTF or worked remotely, which made it possible to fulfill all the requirements of the current
epidemiological restrictions. Throughout the testing period, the DLC worked stably and proved
to be easy to control and operate. The modernized laboratory complex provides the ability to use
both traditional methods of managing equipment configurations using CLI and console access,
and using automated management tools, which allows you to instill in students the skills of
coordinated changes in the configurations of communication infrastructures that are especially
relevant today. In GitHub repositories [26, 27] are presented designed for DLC Ansible roles
for automated deployment laboratory works and its results validation. The most promising
directions for the further development of our DLC are to expand it by connecting other kinds
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of physical equipment using terminal emulators or proxy servers and improving the automatic
verification procedures and monitoring the progress of laboratory work.

5. Conclusion
The implementation of complex solutions based on universal network management protocols
provides the ability to transform traditional laboratory classes into distributed hardware and
software systems. The use of virtualization technologies, universal tools and software applications
makes it possible to transfer the solution of problems of managing the infrastructure of a modern
laboratory complex to a qualitatively new level. The article presents the main advantages of the
approach to building a modern laboratory complex based on the use of hypervisors and emulators,
and examines the experience of using this approach in the modernization of the laboratory
complex IRIT-RTF of the Ural Federal University. A characteristic feature of the upgraded
DLC is the ability to use the laboratory equipment available in the educational institution to
organize new forms of contactless practical training. During such classes, students receive not
only the possibility of full-featured remote access to the virtual and physical components of the
laboratory complex, but also the skills to use modern tools for managing the components of
communication infrastructures. The technical solutions applied during the DLC upgrade are
accessible, wide-used and well-documented, which makes possible its fast creation, ensures ease
of use and practically unlimited opportunities for its further development.
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