3naueHus napameTpoB mozaenu (3), 0,,=0,6

Lin L2 L3 Liia I
00BEKT o1 I*all 11 I*(l]] 111 o1 I*all 011 I*all
Lin L2 Liia
1 1 2 2 3 3 3 4 4
Jlo cummaro 0.52 440 3 0.4
KOppEKLHH 1 0,10 | 550 0,08 | 13 0,07 | 1 0,08 | 0,32
0,2 O,l 0’1 0’2
[Tocne cum- | 0.65 448 6 0.7
MaTOKOPpPEK- 1 0,13 | 550 0,09 | 13 0,05 1 0,14 0,41
1007051

[Tonyuyeno ynydmenue B 1,3 pa3za.
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Currently, various organizations of the communal complex are introducing tech-
nologies to automate the management of production processes. In this connection, the
issues on the agenda include the provision of reliable, trouble-free functioning of the
Automated Process Control System (APCS) and its information security.

The purpose of the article is to conduct a study of the mechanism for assessing
the information security of an APCS at a public utility complex.

Objectives:

- to reveal the essence and safety features of the APCS;

- formulate the algorithm for evaluating the security of the APCS of the commu-
nal complex;

- develop a software package and conduct experimental tests.
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As a result of the in-depth analysis, the author established potential threats to the
information security of the APCS of the enterprise under investigation and suggested
methods for increasing security against the main types of attacks.

The authors determined the purpose and tasks of the software package for securi-
ty evaluation.

Purpose: security evaluation of the APCS of the organization of municipal ser-
vices.

Tasks:

o input of initial data;

o calculation of the security evaluation of the APCS System with the implement-
ed protection mechanisms and with the recommended protection mechanisms;

o forming a report on increasing the security of the APCS.

A formalized model for security evaluation of the APCS was developed to
achieve the goal and objectives of the software package.

Riski = P, *L, 1-R,) (1)

S= @)
> R FL*A-R)

deftas = 2152 (3)

1

The author carried out experimental studies of the software complex, checked the
operability and declared functionality of the program, analyzed the results of experi-
mental studies. The correctness of the implementation of the formalized model for
assessing the security of the information system of the communal complex organiza-
tion is proved. It is the task of calculating the numerical value of the information sys-
tem's security as the reciprocal of the total risk of the information system.

In the author's opinion, the problem of evaluation and monitoring the security of
information systems of manufacturing enterprises, in particular, of communal organi-
zations, needs to remain highly relevant and needs further conceptual and applied de-
velopments. In the continuation of their research, the authors intend to improve the
monitoring algorithm and the model for evaluating the safety of the APCS in the en-
terprise under study.
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